How to install VigorACS 2 in AWS Cloud

VigorACS 2 is a TR-069 based centralised management system for DrayTek’s Vigor devices. It is a
management tool that would help Network Engineers and Systems Integrators to configure, monitor
and manage DrayTek devices remotely from the comfort of their offices or homes.

Amazon Web Services allows you to set up a cloud-based management system running VigorACS 2.

This guide shows you on how to install VigorACS 2 in Linux Ubuntu 18.04 using AWS cloud as our
infrastructure server.
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l. Accessing AWS Cloud.
a. Go to https://aws.amazon .com and select Sign in to the Console.
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aWS Contact Sales Support + English v My Account v Sign In to the Console
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b. Login using your AWS account.

dWs

Account ID or alias

IAM user name

Password

Sign-in using root account credentials

Forgot password?

Amazon Lightsail

Lightsail is the easiest way
to get started on AWS

Learn more »

English v

Terms of Use Privacy Policy © 1888-2019, Amazon Web Services, Inc. or its affiliates.



Il. Creating a Virtual Machine Instance.
a. Select Service and EC2.

*

History

Console Home

EC2 fﬁf Compute
IAM EC2
Key Management Lightsail ('
Service ECR
AWS Organizations ECS
o EKS
Billing
Lambda
Batch

Elastic Beanstalk
Serverless Application Repository

b. Click Launch Instance.

aWS Services v Resource Groups v *
EC2 Dashboard Resources
Events ) ) .
You are using the following Amazon EC2 resources in the #
Tags
4 -
Reports 2 Running Instances
Limiits 0 Dedicated Hosts
- 2 Volumes

= Sy 1 Key Pairs

Instances
0 Placement Groups
Launch Templates
Spot Requests
i \!

Reservad Instaness Learn more about the latest in AWS Compute from AW
Dedicated Hosts
Capacity Reservations Create Instance

=] IMAGES To start using Amazon EC2 you will want to launch a virtual
AMIs

Launch Instance w J
Bundle Tasks ¢
IC BLOCK Note: Your instances will launch in the Asia Pacific (Sydney) region

Volumes Service Health

A e oo



c. Click Select under Ubuntu Server 18.04 LTS.

Services v Resource Groups v /,\ support@i-lan.com.au Sydney v Suppor]
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5 Add Tags 6. Configure Security Group 7. Review
s : Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)
e i

GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages
through extras

Free tieronty (1 Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes

Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - m
Ao Lliiti ami-075caa3491def750b

== 64-bit (x86)
The Amazon Linux AMI is an EBS-backed, AWS-supported image. The
default image includes AWS command line tools, Python, Ruby, Perl,
and Java. The repositories include Docker, PHP, MySQL. PostgreSQL.
and other packages.

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

L] Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - m
Red Hat ami-0975ce566eec139c3
cisliac 64-it (x86)
Red Hat Enterprise Linux version 8 (HVM), EBS General Purpose
(SSD) Volume Type

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

) SUSE Linux Enterprise Server 15 SP1 (HVM), SSD Volume m

SUSE Linux Type - ami-0d0e2895dc0dcdbee

2 . 64-bit (x86)
SUSE Linux Enterprise Server 15 Service Pack 1 (HVM), EBS General
Purpose (SSD) Volume Type. Public Cloud, Advanced Systems
Management, Web and Scripting, and Legacy modules enabled.

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

® Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami- m
06705195¢e845509¢
— 64-bit (x86)
Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume

Type. Support available from Canonical
(http://www.ubuntu.com/cloud/services)

Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes



d. Select the Free tier eligible VM instance and click Next: Configure Instance Details

a&? Services v Resource Groups v * /:\ support@i-lan.com.au @ i-lan v Sydney Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run o
applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the
appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.
Filter by:  All instance types Vv Current generation v  Show/Hide Columns
Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)
EBS-
Family e vCPUs Memory Instance Storage Optimized Network :
" b i @B GB) (i) ~ " Perf @ |
! (Gi8) &8} U Available (i) sonmanee
General purpose t2.nano 1 0.5 EBS only - Low to Moderate
t2.micro
General purpose | -~ 1 1 EBS oni - Low to Moderate
= = :
General purpose t2.small 1 2 EBS only - Low to Moderate
General purpose t2.medium 2 4 EBS only - Low to Moderate
General purpose 2.large 2 8 EBS only - Low to Moderate
General purpose t2.xiarge 4 16 EBS only - Moderate
General purpose t2.2xlarge 8 32 EBS only - Moderate
General purpose t3a.nano 2 0.5 EBS only Yes Up to 5 Gigabit
General purpose t3a.micro 2 1 EBS only Yes Up to 5 Gigabit
General purpose t3a.small 2 2 EBS only Yes Up to 5 Gigabit
General purpose t3a.medium 2 4 EBS only Yes Up to 5 Gigabit
4 »
Cancel = Previous Review and Launch I Next: Configure Instance Details I




e. Leave it as default and click Next: Add Storage.

Services v Resource Groups v * )"\ support@i-lan.com.au @ i-lan v Sydney v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7: Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of
the lower pricing, assign an access management role to the instance, and more.

Number of instances (i) 1 Launch into Auto Scaling Group (i)
Purchasing option (j Request Spot instances
Network (i) vpc-fcba7bg9 (default) v| C create new vPC
Subnet (7) No preference (default subnet in any Availability Zon ¥ Create new subnet
Auto-assign Public IP (j 'Use subnet setting (Enable) v |
Placement group (i) ) Add instance to placement group

Capacity Reservation (j)

Open Y] C Ccreate new Capacity Reservation
IAM role (i) ‘None v| C Create new IAM role
Shutdown behavior (i Stop v
Enable termination protection (i) Protect against accidental termination
Monitoring (i) Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (i) Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.

T2/T3 Unlimited (i) Enable
Additional charges may apply

» Advanced Details

4 >

Cancel  Previous Review and Launch Next: Add Storage



f. Leave it as default and click Next: Add Tags.

aw?, Services v Resource Groups v * f.\ support@i-lan.com.au @ i-lan v Sydney v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your
instance, or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store
volumes. Learn more about storage options in Amazon EC2.

Volume Device ) Size ) i Throughput Delete on i

Type @ Snapshot (i) (GiB) Volume Type (i) IOPS (i (MBIs) (1) Termination Encryption (i
0) : i RO

Root /devisdat  Snap- 8 General Purpose € ¥ 100/3000 N/A T2 Not Encrypte

01d5a58edadb2ibfd

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Leam more about free usage tier
eligibility and usage restrictions.

4 »

Cancel = Previous Review and Launch Next: Add Tags



g. Leave it as default and click Next: Configure Security Group.

aws, Services v Resource Groups v * Q support@i-lan.com.au @ i-lan v Sydney v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Siorage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Instances Volumes
i i

Key (128 characters maximum) Value (256 characters maximum)
This resource currently has no tags

Choose the Add tag button or click to add a Name tag.
Make sure your IAM policy includes permissions to create tags.

Add Tag Up to 50 tags maximum)

Cancel  Previous Review and Launch I Next: Configure Security Group

h. Select Create new security and enter Security group name and Description; e.g
WebDMZ. Click Add Rule and enter the following Custom TCP ports, Source and
Description for VigorACS 2.

- HTTP=8844
- HTTPS = 8443
- TR-069 = 8069

- Sourceis all IP address 0.0.0.0/0
i. Click Review and Launch.



ane

Services v Resource Groups v * /'\ support@i-lan.com.au @ i-lan v Sydney v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your
stance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to

2 HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security
oups.

Assign a security group: | ®Create a new security group)

Select an existing security group

Security group name: WebDMZ
Description: [webDMZ
ype (i) Protocol (i Port Range (i) Source (i) Description (i)
SSH v| [tep 22 Custom v |[0.0.0.0/0 e.g. SSH for Admin De
Custom TCPF v iTCP | 8844 Custom v |0.0.0.0/0 HTTP for VigorACS2
Custom TCPf v TCP 8443 Custom v |10.0.0.0/0 HTTF’S for V@gOI’ACSZ
Custom TCPF v :TCP | 8069 Custom v [0.0.0.0/0 [W
Add Rule
A Wamning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow
access from known IP addresses only.

»

Cancel Previous Review and Launch

j.  Select Launch, then a small window will pop up for you to create a new key pair. Select
Create a new key pair and name it as e.g Mykey and then click Download key Pair. The
key pair that we downloaded is the private key that we will use to authenticate to gain
access to our VM instance. Click Launch instances after downloading the key pair.



QW§ Services v Resource Groups v * /;\ support@i-lan.com.au @ i-lan v Sydney v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

v AMI Details Edit AMI

@ Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-06705195ce845508¢c

[T g Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical
il (http:/iwww ubuntu.com/cloud/services)

Root Device Type: ebs  Virtualization type: hvm

v Instance Type Edit instance type
Instance ECUs VCPUS Me'mory Instance Storage EBS:Optlmnzed Network
Type (GiB) (GB) Available Performance
t2.micro Variable = 1 1 EBS only - Low to Moderate
¥ Security Groups Edit security groups
Security Group ID Name Description
5g-0bed32142827bf366 WebDMZ WebDMZ

All selected security groups inbound rules

Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
SSH TCP 22 0.0.0.0/0
Custom TCP Rule TCP 8069 0.0.0.0/0 TR-069 for VigorAC...
Custom TCP Rule TCP 8443 0.0.0.0/0 HTTPS for VigorACS...
Custom TCP Rule TCP 8844 0.0.0.0/0 HTTP for VigorACS ...

» Instance Details Edit instance details

v

Cancel Previous Launch



Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| | create a new key pair | v

{MyKey| |
Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.




k. Lastly, click View instance and wait for the instance state to turn into running.

aws

Services v Resource Groups v * [3 support@i-lan.com.au @ i-lan v Sydney v Support v

Launch Status

@ Yourinstances are now launching
The following instance launches have been initiated: i-0910be937¢771d5f3  View launch log

©® Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example,
if you exceed the free usage tier)

How to connect to your instances
Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours
on your new instances will start immediately and continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances
screen. Find out how to connect to your instances.

v Here are some helpful resources to get you started
« How to connect to your Linux instance « Amazon EC2: User Guide

« Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)

Manage security groups

View Instances

Services v Resource Groups v * 0 support@i-lan.com.au @ i-lan v Sydney v Support v

EC2 Dashboard « -

Launch Instance v Connect Actions v

S —— Lo s e

Events
Tags < Q Filter by tags and attributes or search by keyword Q 1to10f1
Reports _—

@ Name v Instance ID ~ Instance Type ~ Availability Zone ~ | Instance State v| Statu
Limits

(] i-0985e32ea210ebicf  t2.micro ap-southeast-2b @ running 9 2

Instances



Il. Creating a storage bucket in AWS Cloud and uploading Vigor ACS2 installer.
a. Select Service and S3.

aWS Services a Resource Groups v *

History ‘ |
S3 ’
J  EC2 @ Compute ,
Console Home EC2
1AM Lightsail
ECR
Key Management
Service ECS !
AWS QOrganizations EKS
Lambda
Batch

Elastic Beanstalk
Serverless Application Repository

% Storage

EFS

FSx

S3 Glacier
Storage Gateway
AWS Backup

g Database
RDS
DvnamoDB

b. Click Create bucket.

a\\{\’_ﬁ Services v Resource Groups v %

AWS Transfer for SFTP is a
Amazon S3

| Buckets s S3 buckets

Batch operations
Q  Search for buckets

Block public access ‘

(account settings) # Create bucket ‘

| | Bucketname w
Feature spotliaht @3

c. Enter Bucket name as e.g Vigoracs2 and select Region as e.g Asia Pacific (Sydney), then
click Next.



Create bucket
@ Name and region (2) Configure options

Name and region

Bucket name

Region

Asia Pacific (Sydney)

Copy settings from an existing bucket

tional)1 Buckets




d. Leave it as default and click Next.

Create bucket

@ Name and region @ Configure options

Properties

Versioning
Il Keep all versions of an object in the same bucket.

Server access logging
[ Log requests for access to your bucket.

Tags

You can use tags to track project costs. Z

Object-level logging
I Record object-level API activity using AWS CloudTrail for an additional cost. See

Default encryption
I Automatically encrypt objects when they are stored in

» Advanced settings

Management

@ Set permissions




e. Untick Block all public access — this will allow us to access our bucket from outside the
cloud network. Click Next to continue.

Create bucket

@ Name and region @ Configure options

Note: You can grant access to specific users after you create the bucket.
Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, or both. In order to ensure that public access to all your
S3 buckets and objects is blocked, turn on Block aff public access. These settings apply only to this bucket. AWS recommends that you turn on Block alf
public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of
public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases.

B 3lock all public access
Tuming this setting on is the same as tumning on all four settings below. Each of the following settings are independent of one another.

Il Block public access to buckets and objects granted through new access control lists (ACLs)
S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objects. This
setling doesn’t change any existing permissions that allow public access to S3 resources using ACLs.

Il Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckeis and objects.

B Block public access to buckets and objects granted through new public bucket policies
S3 will block new bucket policies that grant public access to buckeis and objects. This setling doesn't change any exisfing policies that allow public access fo S3 resources.

B Block public and cross-account access to buckets and objects through any public bucket policies
53 will ignore public and cross-account access for buckets with policies that grant public access to buckets and objects.

Manage system permissions

-




f. Click Create bucket.

Create bucket

@ Name and region @ Configure options @ Set permissions

Name and region

Bucket name vigoracs2 Region Asia Pacific (Sydney)

Options

Versioning Disabled
Server access logging Disabled
Tagging 0 Tags
Object-level logging Disabled
Default encryption None
CloudWatch request metrics Disabled
Object lock Disabled

Permissions

Block all public access
off

— Block public access to buckets and objects granted through new access control lists (ACLs)
Off

— Block public access to buckets and objects granted through any access control lists (ACLs)

Create bucket

g. Click Upload and Add files to browse the files from your computer that you want to
upload to the bucket. We will upload VigorACS 2 installer. Finally, click upload again.

Upload

@ Select files (2) Setpermissions (3) Setpropertes

To upload a file larger than 160 GB, use the AWS CLI, AWS SDK, or Amazon S3 REST API. Leam more

@ Open X
« v A [« Vigoracs2.250 > linux Search linux p ‘
Organize v New folder =~ @ @

This PC - Date modified =

“J 30 Objects influxdb-1.6.1_linux_amdedtar.gz 14/05/201912:10...  WinRAR archivi
[ Desktop mariadb-10.3.12-linux-x86_64.tar.gz 14/05/201912:10...  WinRAR archiv{
| ] my.cnf 14/05/201912:07...  CNFFile OR
S openjdk-11.029-inux-x64 tar.gz 14/05/201912:10...  WinRAR archiv}

Drag and drop files and folders here

[£) Documents

& Downloads

b Music

[7] My Web Sites or

[&] Pictures ¥ i€

File name: [*my.cnf* “openjdk-11.0.2.0-linux-x64ta | | Al Files ()

o




2Files Size: 1796 MB Target path: myvigoracs2/VigorACS2_2.5.0/linux/

To upload a file larger than 160 GB, use the AWS CLI, AWS SDK, or Amazon S3 REST API. L

my.cnf
-56208

openjdk-11.0.2.9-linux-x64 tar.gz
-179.6 MB




V. Manage the VM instance via SSH using Putty.
a. Convert the Private Key (MyKey.pem) that we downloaded from AWS to MyKey.pkk.
The .pem format is not supported by putty.
1. Run Putty Key Generator and go to Conversions>>Import Key.
2. Click Save private key and save it to your computer.

2 PuTTY Key Generator ? X
File Key Conversions Help

Key | Import key |
No key.

Export OpenSSH key
Export OpenSSH key (force new file format)

Export ssh.com key

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(® RSA (O DSA (O ECDSA (O ED25519 (O SSH-1 (RSA)

Number of bits in a generated key:




B? Save private key as: X
T | « AWS > UbuntuKeys v O Search Ubuntu Keys pel
Organize ¥ New folder =y @
This PC A Name Date modified Type
-j 3D Objects ™ Mykey.ppk 18/07/2019 10:55...  PuTTY Pr
[ Desktop
Documents
¥ Downloads
D Music Vs K 22
File name: v|
Save as type: { PuTTY Private Key Files (*.ppk) v/

- Hide Folders

Save Cancel l

T

Parameters
Type of key to generate:
(® RSA (O DSA (O ECDSA

Number of bits in a generated key:

Save the generated key | Savepublickey || Saveprvatekey |

(O ED25519

(O SSH-1(RSA)




b. Create a session profile using putty.
1. Run Putty configuration and enter ubuntu@IP address of the server and port 22
2. Go to SSH>>Auth, click Browse to select the private key that we download from
AWS and then click open to connect to our VM instance.

#% PuTTY Configuration ? X
Category:

[z Session Basic options for your PuTTY session

4 TE“" L.og'ging Specify the destination you want to connect to

T ??nKI::bo o Host Name for IF address) Port
- Bel |ubuntu@12.2™" ..~ | [22 |
- Features “Connecon Bpe.

=} Window (ORaw (O Telnet (O Rlogn @SSH () Serial
gp;*;:ea.rance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
g [aCs_AWS |
- Colours -

Default Settings

[=}- Connection Lo
- Data ACS_AWS1 ‘ \
- Proxy ACS_GoogleCloud — S |
- Toknaet QzCuSr;GoogleCloud_support | Delete ‘
- Rlogin

- SSH
Bewl Close window on exit:
(O Aways (ONever (@ Only on clean exit
| Mot || Hep | | Open || Cance




BR Select private key file X
™ « AWS > Ubuntu Keys v O Search Ubuntu Keys el
Organize » New folder ==+ [N
BR B This PC 2 Name \ Date medified Type
Category: = i o e o
ot A AR — i ar Mykey.ppk 18/07/201910:55... PuTTYPr
- E P 3D Objects yKEY.pp '
=J- Window Desktop
-~ Appearance %| Documents
Behaviour o
- Translation 1& Downloads
- Selection 2
M
- Colours J\ use
=- Connection &= Pictures
D = v < =
: ?:r?et File name: )m v | PuTTY Private Key Files (*.ppk) ~
—- SSH
i Kex TTIVarE Key TIE TOr @uTENiCatorT:
- Host keys {C:'xUsers‘-.User‘--.Desktop‘-v.PauI-r’-‘@plicatiorm Browse... | ]
Cipher
X1
Tunnels
i Bugs
o _oMosbigs 2o
About Help Open Cancel
V. Copy the Vigor ACS2 installer from the bucket to the VM instance.

a. Installing awscli APl in our VM instance.
1. Enter the command sudo —s to switch to root access.




2. Enter the command apt update to install and update awscli API dependencies, then

type y to proceed with the installation.

4. Enter the command aws configure and enter the following access keys below for
CLI, SDK, & API access.

AWS Access Key ID

AWS Secret Access Key

Default region name = ap-southeast-2 (for Sydney)
Default output format = can be json, text and table




5. The keys can be found by going to username>>My Security Credentials, then click

Create access key.

Services v Resource Groups v * support@i-lan.com.au @ i-lan 4 Sydney v Support v
Soul - -
=L RLE-L - dll  Connect | Actions v AM User
A & % 0
Events support@i-lan.com.a
Tags < Q Filter by tags and attributes or search by keyword Account 1to1o0f1
Reports =
@ Name v Instance ID v Instanci r Instance State v Statu
L= My Account
) i0dcfb784cd15d9112  2.micro. @ running o 2
My Organization
Instances .
My Service Quotas
Launch Templates
My Billing Dashboard
Spot Requests
My Security Credentials
Reserved Instances
: Switch Role
Dedicated Hosts
Capacily Sign Out

Reservations

aW% Services v Resource Groups v * f support@i-lan.com.au @ i-lan v Global v Suppo
Identity and Access s
Management (IAM) ¢

v AWS Account (061636169314)

AWS IAM credentials AWS CodeCommit credentials

Dashboard

Groups Password for console access

Users As an IAM user. you need a password to access the AWS Management Console. We recommend ¢
Roles cumet ord is 99 d. Learn more

Policies Change password

Identity providers
Account settings
Access keys for CLI, SDK, & API access

Credential report A )
Use access keys to make programmatic calls to AWS from the AWS Command Line Interface (AWS

or direct AWS AP calls. If you lose or forget your secret key, you cannot retrieve it. Instead, cn
inactive. Learn more

Encryption keys

Q Search IAf

Create access key

+» AWS Qraanizations



b. Enter the command aws s3 sync s3://myvigoracs2 installer
- The vigoracs2 is our bucket directory name and the installer is the directory to

where the VigorACS 2 files would be save.

VI. Installing dependencies, database and VigorACS2.
a. Enter the command cd installers/Vigoracs_2.4.1
b. Allow root to execute install.sh file by entering the command chmod 755 install.sh
c. Enter the command ./install.sh to run the VigorACS 2 installer.
d. Typey to proceed with the installation.

e. Install the following below:
- press 1 and enter to install mysqgl/mariadb
- press 3 and enter to install influxdb
- press 4 and enter to install or upgrade Java
- press 5 and enter to install VigorACS



f. Type “y” and press enter to continue creating ACS database.
g. Type “1” and press enter to select Local side database.
h. Type “1” and press enter to use ACS for Mysq|l.

i. Press enter to use blank password for MySQL/MariaDB.

j.  Type “y” and press enter to test password for MySQL/MariaDB.

[Install VigorACS]

[Warning] It will clear the existing ACS database and create a new one.Do you want to continue? (y/n)

v

Do you want to use remote/local database? (1: Local side database, 2: Remote side database, Enter for Local side da
tabase)

1

Which Mysgl do you want to use 2 (1: ACS , 2: 0OS default, Enter for ACS mysqgl)

1

Starting vigoracsmysgld (via systemctl): [ ]

Please keyin password of root of MySQL/MariaDB.

Do you want to test password now 2 (y/n)
Y

Access Database Success
[Restarting influxdb (via systemctl):
Start to install VigorACS....
Archive: VigorACS.zip
creating: VigorACS/server/default/deploy/ACSServerAPP.ear/
creating: VigorACS/server/default/deploy/ACSServerAPP.ear/ACSServer.war/




VII. Starting database and VigorACS 2.
a. Enter the command cd /usr/local/vigoracs/VigorACS/bin and ./vigoracs.sh to start the

installation page.
b. Start mysgl/mariadb, influxdb and VigorACS2.
- press 1 and enter to start mysgl/mariadb
- press 3 and enter to start influxdb
- press 5 and enter to start VigorACS




c. Enter the following bellow after selecting 5 (start VigorACS).
1. BindIPto 0.0.0.0
Optional: enter http port 8844 instead of 80.
Optional: enter https port 8443 instead of 443.
Press enter to select default ports 347 and 514 for stun and syslog.

vk wN

Press enter to accept default max memory and minimum memory.

igoracs process id :

. start mysqgl/mariadb
. shutdown mysqgl/mariadb
start influxdb
4. shutdown influxdb
. start VigorACS
. shutdown VigorACS
edit bind IP of VigorACS Server (please keyin IP or servername)
8. set the MAX. and MIN. memory wvalue of running java (It will be walid after restarting VigorACS )
9. view the MAX. and MIN. memory value of running java

ip address do you want to bind for VigorACS service ( x.x.x.x or Enter for bind 0.0.0.0 address)?
.0
http port do you want to bind for VigorACS service ( port number or Enter for 80 port)?

https port do you want to bind for VigorACS service ( port number or Enter for 443 port)?
stun port do you want to bind for VigorACS service ( port number or Enter for 3478 port)?
syslog port do you want to bind for VigorACS service ( port number or Enter for 514 port)?
ow many memory do you want to set for VigorACS service? (Enter for default MAX Memory is 1024, MIN Memory is 9S00 M
Memory What you want? (Unit:
IN Memory What you want? (Unit:
[Starting vigoracs:
ysgl process id : 2882 3121

Influxdb process id : 6136
igoracs process id :

VIII. Change the time zone to AEDT (Australian Eastern Daylight Time).
a. Enter the command “date” to verify the time zone.
b. Enter the command “mv /etc/localtime /etc/localtime.bak” .
c. Enter the command “In —s /usr/share/zoneinfo/Australia/NSW /etc/localtime” .
d. Enter again the command “date” to verify the time zone — should be set to AEDT.
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IX. Accessing the VigorACS 2 web interface and activating the trial license.
a. Type the public IP address, port number and enter username as” root” and password as
“admin123”.

< C IA Not secure | https://3..1. _.'.J".T';I:8443/\*/9{3,"*/‘\ag:nI

DrayTek VigorACS2

Login to VigorACS 2
User Name
Password "
Validation Code 5 5 21 8

Remember me

Copyright © 2017-2018 DrayTek Corp. All Rights Reserved.

b. After selecting “Activate” the VigorACS2 will redirect us to the MyVigor website to
register our VigorACS 2 and activate the 30 days trial license.

A License Waming : Your license is invalid or expired.

Please go to license server to activate your license.




myvigor.draytek.com

Connect everything

IP PBX XDSL WIRELESS FIREWALL FIBER VPN VOIP CSM MULTI-PLAY CENTRAL MANAGEMENT

L X N

C.

DrayTek

Select “On” under Status and “Login to ACS”.

DrayTek MyVigor

UserName

Password

3 Login User  lan_support_acs. (Logout) My Vigor
A

@ My intormation My Information - My Products

Device Information

D

o : ACSGC-2445
D : ACS190200051
Model : VIgorACS2 Series.

Rename || Add Main Key || ACS License Help

Transfer

Bax

DT-ACS-2

Operation
License id

Start date




d. Select “Change password” for security purposes.

A Waming : Your ACS is still set to the default password. Please change it ASAP.

root is still set to the default password

Change password

e. Enter new password and confirm new password.

= DrayTek VigorACS2

Q Ssearch... Set Password

Account : root
Root Network @ Root
(0) Network
New Password | seseescsenee P
NETWORK MENU —
| Dashiboand Confirm Password | seesesseessd e l
Statistics =

Monitoring

Configuration



f. Goto “About”, to verify the license information on the VigorACS 2.

DrayTek VigorACS2

Q search... £ License Information
Root Network ® License Information
(0)
Host ID ACS190200051
NETWORK MENU License ID 00024e59
Dashboard License Type Trial
Statistics start Date 2019-02-26
Monitoring Expire Date 2019-03-28
Max Nod 0
Configuration 2 Node ?
Activate License + Click here to activate license
SYSTEM MENU

Maintenance

Reports

Provisioning

Network Management
System

User

About

License Information

License Mail Notify

License Agreements



